16 p
The default setting Medium. Change the
security level by clicking the Set Security Level. . .

Private Key Container

Importing & new private exchange key!

B Secuity level setto Medium  Set Security Level
ﬂ FTOR I Cancel | Details... |

21 p
Confirmation is received when you see The import

was successful message. Click OK and you will be
returned to the workstation’s desktop.

_/Set the security level to High. Click the Next
button to continue.

Private Key Container

Choose a secuily level appropriate for this item contained
in your Protected Storage

& ik
Flequest my pemission with a password when this
item is to be use:

© Medim
Request my pemission when this tem is 1o be used

C Low
Automalicaly grant permission ta use this tem
without natific:ation,

sk [ Hets | caea |

18\

_/After selecting the High Security option, label
your key with the label DoD PKI Cert.

Create a pazzword to protect this item.

Set a key
usage password.
The password can
be the one you
used to export
your certificates
from the Netscape
browser. Click
Finish to continue.

Create a new password for this ftem

Passward for: DoD PKI Cert

(example: Tom)

Password: lx}ex}exx}ex—
Confirm: l—

< Back I Finizh I Caneel |

Importing a new private exchange key! x|

20\

A

You will complete the installation process by
adding the DoD Root certificate to the certificate
store. Enter your key usage password (step 19) and
then click OK. ****NOTE: YOU MAY NOT GET
THIS DISPLAY IF YOU HAVE THIS CERTICATE
ALREADY STORED.

Root Certificate Store
& Do you want ta ADD the fallowing certificate ta the Root Store?

Subject : DoD PKI Med Root C&, PKI. DoD, U.5. Government, US

Issuer : Self lssued

Time “alidity : Thursday, August 06, 1998 through Thursday, August 07, 2008
Serial Mumber : 1

Thumbprint (shal) : BCB37619 BC3D2B20 3BSESFOC AJASREIC SCEIAETS
Thurbprint (mdf) : 524503C9 1984FECF A4ADAEES 33369560

veo IR

Certificate Manager Import Wizard [E3

@ The import was successful.

You will have to repeat
Steps 8 — 20 for the email

digital signature and
encryption certificates that
are on the floppy disk.

Department of the Navy
PKI Helpdesk

1.800.304.4636
itac@infosec.navy.mil

Quick Reference Guide
for Installing

DoD PKI Class 3 Certificates
for use with Microsoft Product

1
—/Insert your 3 _” floppy diskette into your

computer floppy drive. The floppy diskette

should contain the following files:

= Class 3 Certificate

= ID.p12 (Identity Certificate) (*NOTE: file nam
used in document are examples, you will substitut
your files that you have on your floppy)

=  Email.p12 (Email Certificate) (*optional — you
may not have this)

=  EncrptID.p12 (Encryption Certificate) (*optior
— you may not have this)

=  Root Certificates (*optional — you may not have
these)

=  DODROOT.p7b (validates the current Class 3
DOD PKI)

=  DODMEDROOT.p7b (supports the previous
version of Medium Assurance DOD PKI)

#F 314 Floppy (A2) =10 =|
J File Edi Wiew Favorites Tools
J 4=Back ~ = - | i) search »

J Address Ié‘ 3% Floppy (A:) j @G0

Focsr)
Denny Denny ID Denny Email
Encryption
dodroot dodrootmed

Installing Root Certificates (*.p7b files)
(* Steps 2 — 7 are instructions For If You Have a Co
on Floppy Disk. Instructions. To obtain and install
Root Certificates, please visit https://infosec.navy.m
and follow instructions to download and install.




2 )

—/Double click file DODROOT.p7b to start the

Certificate Manager Import Wizard. Click the Next
button to continue.

Cetificate Manager Import Wizard [x]

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certiicates, cerliicate tust sts,
and cerificate revocaion lists from your disk ta the
certificate store.

What i a certificate?

A cetficate is a confimation of you idenity issued by 2
certfication authority. Cettficates contain information used
to protect data, or to establish secure network
connections.

What iis a cerlificate store?
A cetficale stare s a system area where cetiicates,

certficate krust lists, and cetificats revocation lists are
slore

Click Nest to continue or Cancel to exil

3 )

_{&ccept the default option in the Select a Certificate

Store window. Click the Next button to continue.

Certificate Manager Import Wizard

Select a Cerlificate Store

Ceitificate stores are system areas where cettificates are stored.

Select the cariificate store for the new certiicates.

& utomatically select fhe cettficate siore based on the type of cerliicate

© Place al cerificates into the fallowing store

Derifiaie sioe

Erise.

4 >

Click the Finish button when the Completing the
Certificate Manager Import Wizard window is
displayed.

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

“You have successfull completed the Certiicate Manager
Impott wizard

You have selected the follawing for the impat aperation:
Cerlficale Store 5 decled by rizad Iteimedicle Certioa

I | 3l

5 \ < Back Cancel

6 >Click the OK button when the Import was

@ The import was successhul

7\

successful message is displayed.

—/Repeat steps 2-6 to install MEDROOT.p7b.

Installing Certificates (*.p12 files)

8
_/Double click file ID.p12 to start the Certificate

Manager Import Wizard. Click the Next button to
continue. Cerlificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy ceitficates, certificate tust lists.
and certicate revocation lists from your disk to the
ceiicate store.

What is a certificate?

A cenificate is & confimation of your ideniiy issued by &
seitfication authorty. Certficates contain information used
10 protect dats, or o estabiish secure network
cannections.

What s a cerlificate store?

A ceniicate store s a system srea where certiicates,
seitficate bust lts, and ertficats revosation ists are

Clisk Ne#t to continue of Cancel to et

\ e Cancel

You are prompted to select a file to import. Choose
the default file name, which is the file you double
clicked. Click Next to continue.

Certificate Manager Import Wizard

Select File to Import

You can specify the fil to be imported.

Eile name:

Browse.

Hote: More than one ceriicate can be stored in a single flein the folowing formats:
PersonalInformation Exchange- PKCS #12 [ PFX)
Crypiographic Message Syntax Standard: PKCS #7 Certifisates (p7b]

Micrasoft Serialized Certficate Store [ sst]

10 »

<Back [ Hes Cancel

Click the Yes button when the Root Certificate
Store window is displayed.

Root Cerlificate Store

Enter your Portable Security Password.

NOTE: This is the password you created when
certificates were exported from Netscape to your floppy.
If you have forgotten the password, you must see your
LRA to get new certificates.

& Do you want te ADD the following cerificate to the Root Store?

Subject : DeD PKI Med Root C4. PKI DaD. LS. Goverment, S

Issuer - Self |ssued

Time alidity ; Thursday, August 08, 1998 through Thursday, August 07, 2008
Serial Number: T4

Thumbprint [shal) : BC337819 SC30282D 3B585FOC A3A5863C SCEIAETS
Thumbprint md5) : 52450 3C3 1384FECF A4ADAEE 33363560

NOTE: If this window is not displayed, the Root
Certificate has previously been installed.

Proceed to step 6.

11 >

Certificate Import Wizard -
Password
To maintain security, the private key was protected with a password,

_/Check Type the password for the private key.
Enable strong =

private key

protection box and

click the Next

button to continue.

¥ Enable strong private key protection. You wil be
prompted every time the private key is used by an
application i you encble this option.

I Mark the private key s sxportabls

<eedh =

12 Choose the Place all certificates into the followi
store option and then click the Browse . . . button.

Certificate Manager Import Wizard

Select a Cerlificate Store

Ceitificate stores are system areas where cettificates are stored.

Select the cariificate store for the new certiicates.

© Automaically select the cettficate store based on the lype of certficate

Cerlficate store:

Browse.

\ <Back [ Hew> Cacd |
13

_/The Select Certificate Store window appears.
Highlight the Personal folder. Click the OK button.

cate Store

Select a certificate store you wish to use

{2 Trusted Foot Certification Authorities
[ Enterprize Trust
[ Intermediate Certification Authariies
{1 Other People
{0 sPc

™ Show Physical Stores

Ok I Cancel

14 »

_/The Select Certificate Store window closes anc
the Personal folder is automatically inserted into th

Certificate Store field. Click the Next button to
continue. Certificate Manager Import Wizard

Select a Cerlificate Store

Ceitificate stores are system areas where cettificates are stored. =

Select the cariificate store for the new certiicates.
© Automaically select the cettficate store based on the lype of certficate
& Place ol ceriicates into the fallowing store

Cerlficate store:

[Personal Browse.

\ <Bock | Met> | Cancel |
15

_/The Completing the Certificate Manager Impo

Wizard window is displayed. Click the Finish buttor

Certificate Manager Import Wizard [x]

Completing the Certificate Manager
Import Wizard

“You have successfully completed the Certificate Manager
Impot wizard

“You have selected the following for the impot operation

Certficate Stare S elected by Lser Personal
Content PR
File Name ANdP12

< Back Cancel




